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Reinsurance (ASIA) – Terms of Business Agreement – INDIA 
(Version June 2021) 

 
TERMS OF BUSINESS 

AON INDIA INSURANCE BROKERS PRIVATE LIMITED (“Aon”, “we”, “us”, 
“our”) aims to provide you with reinsurance solutions that protect and enhance 
your business. To help us achieve this, it is important to understand what we do 
as your reinsurance broker. These terms of business (“Terms of Business”), 
together with the Engagement Letter, set out the basis upon which we agree to 
provide services to you. For your own benefit and protection, you should read 
these Terms of Business carefully and ensure that you understand each of them. 
If you have any questions about these Terms of Business, please raise them with 
us immediately. 

 

Dealing with us in the usual course of business (including but not limited to the 
provision of instructions to us, the acceptance of policy documents from us, the 
payment of any invoice that we render to you or otherwise) constitutes your 
acceptance of these Terms of Business. 

 
In these Terms of Business: 
“Aon Group” means the Aon group of entities, its holding companies, and all its 
subsidiaries, related/associated companies, affiliates as well as joint ventures of 
such subsidiaries, related/associated companies and affiliates; 
“Engagement Letter” means the document/email enclosing or referring to these 
Terms of Business and recording our engagement by you for the purpose of 
delivering the Services, together with any subsequent document/email that (with 
the agreement of the parties) supplements or varies the provisions of the first- 
mentioned document/email; 
“Underwriter” means a company licensed to underwrite reinsurance. 

 
1. Our Services: 

 
1.1. The services (“Services”) that we will provide you are those services that 

may be reasonably expected of a reinsurance broker in the normal course 
of business, including but not limited to core activities listed below and such 
additional services as we may further agree with you in writing from time to 
time: 
1.1.1. Receipt and review of material information pertaining to the risk for 

which you are seeking reinsurance; 
1.1.2. Advise on reinsurance covers available, market availability and 

Underwriter suitability; 
1.1.3. Prepare documentation for market submission, obtain quotations and 

negotiate accordingly; 
1.1.4. Selecting and/or recommending a reinsurer or a group of reinsurers 

and negotiating with them; 
1.1.5. Provide a summary of quotations including an opinion (when 

requested) on the best terms where multiple options are provided with 
varying conditions and premiums; 

1.1.6. Complete placement of the reinsurance in accordance with your 
instruction and administer throughout the policy period; 

1.1.7. Collecting and remitting premiums and refunds; and 
1.1.8. Assisting in negotiation of claims and collecting and remitting 

settlements including rendering preliminary loss advice (“PLA”); 
1.1.9. Rendering risk management services for reinsurance; 

1.2. We will: 
1.2.1. perform the Services with reasonable care and skill; and 
1.2.2. in our dealings with you, comply with all applicable laws and 

regulations. 
 

2. Information Obligations: 
 

2.1. You must provide accurate, complete and timely information to enable us to 
perform the Services and to make a fair presentation of the risk to your 
reinsurers. You must comply with your legal duty to make true, fair and 
complete disclosure of all relevant facts, and to carefully check details of 
information given in the documents, when entering into a contract of 
reinsurance. You accept full responsibility for the accuracy of the information 
provided and appreciate that we will rely on the accuracy and completeness 
of the information you provide in providing the Services and arranging your 
reinsurances. Failure to provide all relevant information as described herein 
(collectively, “Relevant Information”) may prejudice your rights under a 
contract of reinsurance. 

2.2. You must carefully review all documents we give you (including policies and 
endorsements) and advise us immediately if you notice any mistakes of fact 
or believe the contents do not address your needs. 

2.3. Should a circumstance, event or loss occur which could result in you making 
a claim, you should advise us of the details (“Claims Information”) as soon 
as possible and within the time required under your contract of reinsurance. 
Failure to advise a reinsurer of such a circumstance, event or loss could 
prejudice your rights under your contract of reinsurance. 

 

3. No Insurer Guarantees: 
 

As your broker, we are not the reinsurer of any risk and we cannot guarantee 
the availability of reinsurance for your particular risks. We do not in any way 
guarantee the solvency of reinsurers. The final choice of reinsurer remains 
with you. 

4. No Aon liability for third party intermediaries: 
If, at your request, an intermediary that is not affiliated with Aon is also used 
in any way in arranging any reinsurance you agree as follows: 

4.1. We have no liability for any failure or refusal by that intermediary to disclose 
any remuneration; 

4.2. We have no liability for any act, error or omission by that intermediary or its 
directors or officers; and 

4.3. Remuneration earned by that intermediary is separate from and in addition 
to remuneration earned by us. 

 

5. Premium And Other Payments: 
5.1. It is market practice for reinsurers to include a 90 day premium payment 

warranty. Payment terms to us will be 30 days prior to the date premium 
must be received by reinsurers. 

5.2. We will advise you in writing if reinsurers have imposed a premium payment 
warranty or condition which may give the reinsurer the right to cancel your 
reinsurance policy if you fail to pay within the time specified. Please contact 
us immediately if you are unable to comply with a premium payment 
warranty or condition. 

5.3. We will always aim to submit premiums within 15 days of receipt from you. 
Where we are unable to do this for any reason we shall notify you in writing 
and seek your instruction if we should hold the premiums until such time as 
we can submit them to reinsurers or return them to you. 

5.4. We will provide you written notification within 10 days of remittance that we 
have submitted premiums to reinsurers. Where a further intermediary is 
involved, we will provide written notification within 10 days of remittance that 
we have submitted premiums to the intermediary. 

5.5. Where we have received claims settlements from reinsurers we will always 
aim to submit to you within 15 days of receipt. 

5.6. We will earn remuneration in accordance with market practice. We will not 
earn reinsurance commissions exceeding any regulatory caps that may be 
applicable, or 17.5%, whichever the lesser. We will disclose our reinsurance 
commission more specifically upon your written request. 

 

6. Taxes: 
 

Unless otherwise stated, all remuneration earned by us is to be treated 
exclusive of all taxes, including any value added (or equivalent) taxes and 
other indirect taxes, withholding and any other taxes and/or other 
government imposts, levies or duties which shall be borne by you. You shall 
extend co-operation for any documentation / forms required by us for our 
tax filings & in relation to any reinsurance premia or claims amounts 
received and held by us in a fiduciary capacity. 

 
7. Incorrect Premium Calculations: 

 
We make every effort to correctly determine that the premium and (if 
applicable) statutory charges that apply to your reinsurance has been 
correctly calculated by the reinsurer. However, occasionally errors can 
occur, for example, where we make an unintentional error or because a third 
party advises us of the wrong amount. Please note that we retain the right 
to correct any such error and you agree, to the extent permitted by law, not 
to hold Aon responsible for any loss you may suffer as a result of the error 
and its correction. 

 
8. Conflicts of Interest and Confidentiality: 

 

8.1. Honesty and fairness 
We treat our clients honestly and fairly. In circumstances where conflicts of 
interest arise, we manage such conflicts so that they do not materially affect 
the quality of the Services we provide to you. We do this in a variety of ways 

including the following: 
8.1.1. We maintain clear separation between different parts of our business 

where association could lead to conflicts arising; 
8.1.2. We strongly promote our values, which include openness, trust, and 

integrity; and 
8.1.3. We have staff dedicated to monitoring compliance. 

8.2. Confidential Information 
8.2.1. We will keep all information received from you confidential and use it 

solely for the purpose of performing the Services. However, our 
confidentiality obligation does not apply: 

8.2.2. where you have given permission for us to disclose the information; 
8.2.3. where disclosure is required to satisfy legal obligations or regulatory 

requirements; 
8.2.4. where disclosure is reasonably required to carry out the Services (for 

example providing information to current or prospective Underwriters); 
8.2.5. where such information is in the public domain; or 
8.2.6. where the information is lawfully in our possession at the time it is 

communicated to us. 
8.2.7. We will put in place such arrangements as we see fit in order to ensure 

that the confidentiality of the information is maintained. 
8.3. Other Clients 

You agree that we (and any other company in the Aon Group) may act for 
your competitors and for other clients whose interests are or may be 
opposed to yours. In addition, you agree that we will not be under any 
obligation to disclose to you any information in respect of which we owe a 
duty of confidentiality to another client. Likewise, we will keep your 
information confidential in accordance with these Terms of Business. 

8.4. Clients involved in competitive situations 
We have an extensive client base which means that there are often 
situations where two or more clients may be competing against one another. 
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Where this is or could become the case, we deal with each client in a way 
that ensures that our service is not in any way impaired and that each client’s  
confidential information is kept strictly confidential. We will put in place such 
arrangements as we see fit in order to ensure that the confidentiality of your 
information is maintained. 

 

9. Privacy: 
 

9.1. To the extent that any personal data is processed by the Parties pursuant 
to these Terms of Business, each Party will observe all applicable 
requirements of DP Laws and the terms of the data protection schedule 
("DP Schedule") to these Terms of Business shall apply.   

 

10. Collection and Use of Corporate Client Information: 
 

10.1. Aon gathers data containing information about its corporate clients and 
their insurance placements, including, but not limited to, names, industry 
codes, policy types, premium and policy expiration dates, as well as 
information about the insurance companies that provide coverage to its 
clients or compete for its clients’ insurance placements. This information 
is maintained in one or more databases to help insurance companies 
strengthen their value proposition to clients, and with a focus on creating 
distinctive value for clients. 

10.2. In addition to being used to process the affairs of clients in the execution 
of insurance broking services, these databases may be accessed by Aon 
affiliates for other purposes. This information may also be provided, for 
example as part of our services, to insurance companies as part of 
consulting and other services. 

10.3. Due to the global nature of services provided by Aon, information you 
may provide may be transmitted, used, stored and otherwise processed 
outside the country where you submitted the information. 

10.4. You represent and warrant that you are authorized to disclose the 
information and documentation that you provide to us. If you have any 
questions about Aon Group’s data processing, please contact your Aon 
Business Executive. 

 
11. File retention policy: 

 
We hold paperwork and correspondence regarding your risk and 
reinsurance matters for at least ten years, or longer if you instruct us to 
do so in writing. After this period we will arrange for the file to be 
destroyed. Please note that we will not consult you before destroying this 
information. Please tell us in writing before the end of the ten year period 
if you want us to keep our files for a longer period. We will extend the time 
as requested but may charge you a reasonable storage and 
administration fee 

 
12. Third Parties: 

 

12.1. Any advice, report or information that we provide is given solely for your 
benefit and cannot be given to or relied upon by any third party (including 
your related companies, employees and/or agents in their own capacities 
and any beneficiaries thereof) without our prior written consent. The 
Services are solely for your benefit and nothing herein shall be construed 
as conferring any rights upon or duties toward any other person or entity 
(including your related companies, employees and/or agents in their own 
capacities and any beneficiaries thereof). 

12.2. If you are obliged to procure reinsurance to meet a contractual obligation, 
you must take your own legal advice on whether the reinsurance that we 
recommend satisfies that obligation. Aon cannot give such legal advice 
and you irrevocably warrant that you will not seek or rely upon any advice 
from Aon on such matters for any purpose at any time. 

12.3. These Terms of Business do not create or confer any rights or benefits 
enforceable by any person not a party to it except entities of the Aon 
Group and persons who are permitted successors or assignees of the 
rights or benefits of these Terms of Business may enforce such rights or 
benefits. 

 

13. Reviewing Documents: 
 

You are responsible for reviewing all contract documents, endorsements 
and other reinsurance documents. You must notify us as soon as 
possible of anything that you believe is not in accordance with your 
instructions or coverage needs. 

 
14. Coverage Summaries: 

 
When we provide coverage summaries or reports, these are for your 
information only. Coverage summaries and reports (however called) do 
not include all relevant terms of your reinsurance cover. You should 
always review the actual reinsurance contract documents. We do not 
provide any translations of reinsurance contracts and/or documents. Any 
translations provided by us are for your reference and information only. 

 

15. Selecting Sums and Limits: 
 

You are responsible for selecting and checking sums insured, contract 
terms and contract limits. You must ensure that these are sufficient to 
meet your requirements. You must let us know in writing if you would like 
to increase or modify your reinsurance cover in any way. 

 

16. Best Terms: 

 

In the event we obtain more than one quotation for a single risk we shall 
provide guidance on the advantages and disadvantages of each quotation 
we have obtained. Where requested, we shall provide an opinion on the 
best terms. The final choice of reinsurer and selection of the terms that are 
best for you remains with you. 

17. Scope of Professional Advice: 
 

We are not responsible for providing or recommending any legal, 
accounting, taxation, regulatory, or other specialist advices. You must 
assess whether you require such specialist advices and seek them from 
appropriate professionals if you do. 

 

18. No Responsibility for Work Done by Other Brokers / Service 
Providers: 

 

We are not responsible for reinsurance policies we did not place for you or 
other work done before we became your reinsurance broker. 

 
19. Limitation of Liability: 

 

19.1. We will provide the Services with reasonable care and skill. All 

representations (whether express or implied) and all other implied 
conditions, warranties and terms as to the provision of the Services are 
otherwise excluded to the extent permitted by law. To the extent permitted 
by law, we and other entities within the Aon Group will not be responsible or 
liable for: 
19.1.1. any consequential, incidental, indirect or special damage or loss of 

any kind; 
19.1.2. the supply, by you or others, of incorrect or incomplete information 

(including information that we may use to calculate the premiums and 
other charges relevant to your insurance); 

19.1.3. the failure by you or others to supply appropriate, relevant or timely 
information, including Relevant Information and Claims Information; 

19.1.4. a failure by you or others to act on our advice or to respond promptly to 
any communications from us or any insurer; or 

19.1.5. the default, negligence, or lack of care on the part of any person other 
than ourselves. 

19.2. Our liability (including interest and costs) and the liability of all other entities 
within the Aon Group in respect of any claim howsoever arising, under or in 
connection with these Terms of Business, the Services or our business 
relationship, shall be limited (to the extent permitted by law) in the total 
aggregate to the annual remuneration we receive in placing your business. 

19.3. We do not limit our liability in respect of fraud or intentional misconduct by 
us. 

19.4. To the fullest extent permitted by law, where any claim or loss arises partly 
due to an error or omission by us and partly due to an error or omission by 
you (including one of your related companies, employees and/or agents), 
you will indemnify us for all damage and loss arising from the error or 
omission by you (including your related companies, employees, agents 
and/or beneficiaries). 

 

20. Intellectual Property: 
 

20.1. We retain current and future rights and title in all copyright, patents, trade- 
marks or rights in databases, inventions or trade secrets, know-how, trade 
and business names, domain names, marks and devices (whether or not 
registered) and other proprietary rights relating to intellectual property and 
applications for any of those rights (where such applications can be made) 
capable of protection in any relevant country of the world including without 
limitation intellectual property rights in our knowledge, ideas, concepts, 
materials, programs, documentation, models, studies and methodologies 
and technology used, acquired or developed in the course of providing the 
Services (“Intellectual Property Rights”). 

20.2. You acknowledge that we are in the business of providing similar Services 
to other clients and that we may be utilizing the Intellectual Property Rights 
in servicing other clients. Notwithstanding the foregoing, we will keep your 
confidential information confidential in accordance with these Terms of 
Business. 

 
21. Change of Terms of Business: 

 
We may, at any time, vary, modify, add to or delete the terms and conditions 
of these Terms of Business and we will notify you of any such changes 
within 30 days. If you continue to deal with us in the usual course of business 
(by providing us with instructions, accepting policy documents from us or 
otherwise) after receipt of such notification, you will be deemed to have 
accepted such changes without reservation. 

 

22. Force Majeure: 
 

We are not liable for failure or delay where it is due to causes outside our 
reasonable control. 

 
23. Foreign Account Tax Compliance Act (FATCA): 

 

23.1. The Foreign Account Tax Compliance Act (“FATCA”) applies to any 
reinsurance placements containing U.S. risk. 

23.2. Aon’s affiliates may be required to act as withholding agents on any 
premium payment in-scope under FATCA to non-US reinsurers where 
premium payment is remitted by Aon. In such instances, Aon’s affiliates will 
be responsible for gathering and validating the appropriate US withholding 
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tax certificates, and associated statements and other documentation, from 
reinsurers and intermediaries. 

23.3. Aon is not required under FATCA to act, and will not act, as withholding 
agent on any premium payment remitted by you directly to any other 
party unrelated to Aon, including where premiums are directly paid to 
reinsurers and to intermediaries. Where you make these direct payments 
to parties unrelated to Aon, you will be responsible for all aspects of 
FATCA compliance. 

23.4. If you direct use of a reinsurer or intermediary that is unable or unwilling 
to provide its requisite U.S. withholding certificate, and/or any associated 
statements and other documentation that may be required, to Aon in 
instances where Aon is to remit premium to that reinsurer or intermediary, 
you will be responsible for paying any additional sums so that the 
mandated FATCA withholdings can be made while concurrently fulfilling 
your obligation to remit the full premium amounts necessary to effect 
coverage. Aon will not be responsible for issues arising from Aon 
withholding 30% of premium payments in connection with its FATCA 
obligations. 

23.5. Aon provides its withholding tax certificate as directed to you on invoices. 
You agree with and accept delivery of such forms. You agree to work with 
Aon to provide information required to meet its FATCA obligations 

 

24. Termination And Policy Cancellation: 
 

24.1. Either party can terminate these Terms of Business by providing the other 
party with 60 days’ written notice of termination. 

24.2. You agree that: 

• we shall have earned the entire remuneration to be earned by us for 
each annual period (or such other period agreed in writing between 
us) of the term of these Terms of Business as of the date of 
commencement of the Services and that such remuneration shall 
be due and payable to us notwithstanding any termination of the 
Services and/or these Terms of Business prior to the expiry of the 
term of these Terms of Business (or as agreed in writing between 
us); 

• we are entitled to retain all our commission, fees and other 
remuneration in full in the event of any termination of our Services, 
these Terms of Business and/or any mid-term cancellation of a 
policy or future downward adjustment of premium, and we will not 
refund to you any remuneration received by us; and 

• the underwriter(s) and us are entitled to offset such remuneration 
from any premium refund you are entitled to. 

24.3. In the event these Terms of Business are terminated for any reason, 
unless otherwise agreed in writing, all outstanding claims will be 
transferred to you for your management from the date of termination. If 
you request us to manage your claims from the date of termination and 
we agree, we will charge additional fees at our standard rates for the 
management for such claims. 

 

25. Entire Agreement: 
 

These Terms of Business, together with the Engagement Letter, 
constitute the complete agreement between us with respect to the 
Services and supersede all prior agreements made between us in relation 
to the Services and no other duties or obligations will be implied. 

 

26. Dispute Resolution And Legal Proceedings: 
 

26.1. Each Party agrees not to start legal proceedings to resolve a dispute 
(other than proceedings for interlocutory relief) unless both have tried to 
resolve the dispute in good faith first. Any disputes that are not resolved 
via amicable discussions shall be subject to arbitration, which process 
shall be governed by the Indian Arbitration & Conciliation Act 1996 and 
the process shall be administered in English and the seat of arbitration 
shall be in Mumbai. 

26.2. Each party irrevocably agrees that the courts of India shall have exclusive 
jurisdiction to settle any disputes or claims (including non-contractual 
disputes or claims) arising out of or in connection with these Terms of 
Business. 

26.3. These Terms of Business shall be governed by and construed in 
accordance with the laws of India. 

 

27. No Signature Required: 
 

These Terms of Business do not require any signatures and represent full 
disclosure of the terms we work under. 



 

4 

DP Schedule 
 

This data protection schedule ("DP Schedule") forms part of the Terms of 
Business between Aon and you (each a "Party" and together the "Parties") and 
any applicable Statement of Work (as defined below).  
 
To the extent that the provisions of this DP Schedule conflict with, or are 
inconsistent with, any provisions in the Terms of Business, the DP Schedule shall 
prevail.  
 
1. DEFINITIONS AND INTERPRETATION  

 
1.1. In this DP Schedule the following terms shall have the following 

meanings: 
"Affiliate" means, with respect to a Party, an entity that is Controlled 
by, Controlling or in common Control with that Party, where "Control" 
means the power to direct or cause the direction of the management 
and policies of an entity, whether through the ownership of voting 
shares, by contract or otherwise; 
"Agreement Personal Data" means any personal data (including any 
personal data of a specific nature) that is transmitted, stored or 
otherwise processed under or in connection with the Terms of 
Business;  
 
"Aon Group" means the Aon group of entities worldwide, being Aon 
PLC, Aon’s ultimate parent company, and all its subsidiaries, 
related/associated companies, Affiliates as well as joint ventures of 
such subsidiaries, related/associated companies and Affiliates; 
 
"DP Laws" means any applicable data protection and privacy laws 
relating to the protection of individuals with regards to the processing of 
personal information including but not limited to (i) the Digital Personal 
Data Protection Act 2023; and/or (ii) any corresponding or equivalent 
national laws or regulations including any amendment, supplement, 
update, modification to or re-enactment of such laws; 
 
"Personal Data Breach" means any unauthorised processing of 
personal data or accidental disclosure, acquisition, sharing, use, 
alteration, destruction or loss of access to personal data, that 
compromises the confidentiality, integrity or availability of personal data;  
 
"Statement of Work" means a statement of work, work order, 
addendum or other document ancillary to the Terms of Business, under 
which Aon or its Affiliates agree or have agreed to provide services to 
you or your Affiliates; and 
 
"Supervisory Authority" means any local, national or multinational 
agency, department, official, parliament, public or statutory person or 
any government or professional body, regulatory or supervisory 
authority, board or other body responsible for administering DP Laws. 
 
The terms "data fiduciary”, "data principal", “data processor”, 
"personal data", “processing", and "sensitive personal data” shall 
have the same meanings ascribed to them under the DP Laws.  
 

1.2. Capitalised terms not defined in Clause 1.1 shall have the meaning 
ascribed to them elsewhere in the Terms of Business.  

1.3. Except as modified below, the terms of the Terms of Business shall 
remain in full force and effect. 
 

2. PROVISIONS APPLICABLE TO CONTROLLER SERVICES  
 

2.1. The Parties envisage that under this DP Schedule, each Party is a 
separate data fiduciary of the Agreement Personal Data processed for 
the provision of the services applicable to the Terms of Business listed 
in Appendix 1 ("Controller Services"). 

2.2. If the Parties or their Affiliates (as applicable) enter into a Statement of 
Work, under which Aon agrees to provide services to you which: 
(a) are listed in Appendix 1, then the relevant services shall be 

deemed applicable for the purposes of Appendix 1 from the 
date of that Statement of Work; or 

(b) are not covered by Appendix 1, then the Parties or their 
Affiliates (as applicable) may agree in writing to update 
Appendix 1 to insert details of the relevant services.  

2.3. Each Party agrees for its own part that, to the extent that it processes 
Agreement Personal Data as a separate data fiduciary: 
(a) it will observe all applicable requirements of DP Laws and 

this DP Schedule in relation to its processing of Agreement 
Personal Data; and 

(b) all Agreement Personal Data collected or sourced by it or 
on its behalf for processing in connection with the Terms of 
Business or which is otherwise provided or made available 
to the other Party shall have been collected or otherwise 
obtained in compliance with DP Laws, and shall be allowed 
to be processed, disclosed and transferred as described in 
or in connection with the Terms of Business. 

2.4. Aon and Aon Affiliates shall process, transfer and disclose personal 
data as described in Aon’s privacy notice in particular for (i) the delivery 
of the Controller Services; (ii) administration of engagement and 
general correspondence with you; (iii) screening of individuals 
associated with you against international sanctioned parties lists; and 
(iv) aggregation, de-identification and, where feasible, full 

anonymisation of personal information for benchmarking, market 
research and data analysis purposes associated with the development 
of Aon Group’s products and services. 

2.5. You warrant that you have obtained all necessary consents from the 
data principals so that all Agreement Personal Data (including sensitive 
personal data) disclosed by you or which is otherwise provided or made 
available to Aon may be processed, disclosed and transferred as 
described in or in connection with this DP Schedule and the Terms of 
Business. 

2.6. The Parties will work together in good faith to ensure information 
describing the personal data processing activities envisaged by the 
Terms of Business is made available to relevant data principals, 
including where necessary your provision of such information to data 
principals on Aon’s behalf. 

2.7. Each Party shall implement appropriate technical and organisational 
security measures in relation to the processing of the Agreement 
Personal Data under or in connection with the Terms of Business, 
which shall ensure a level of security appropriate to the risk including, 
as appropriate, (i) pseudonymisation and encryption; (ii) the ability to 
ensure the ongoing confidentiality, integrity, availability and resilience of 
processing systems and services; (iii) the ability to restore the 
availability and access to the Agreement Personal Data in a timely 
manner in the event of a physical or technical incident; and (iv) a 
process for regularly testing, assessing and evaluating the 
effectiveness of those measures.  

2.8. Aon shall maintain a global data governance framework which 
mandates strict technical and organisational security measures 
applicable to the processing of Agreement Personal Data including 
those relating to, without limitation, access control, data processing, 
malware protection, security organisation, system configuration and 
hardening, personnel security, physical security, business continuity 
plans and disaster recovery and third-party security. 

2.9. Aon shall retain the Agreement Personal Data pursuant to its corporate 
record retention schedules for the purposes of meeting Aon’s legal and 
regulatory obligations and enabling Aon to establish, exercise or defend 
legal claims. 

2.10. If either Party receives any complaint, notice or communication from a 
Supervisory Authority which relates to the other Party’s: (i) processing 
of the Agreement Personal Data; or (ii) potential failure to comply with 
DP Laws in respect of the Agreement Personal Data, that Party shall 
direct the Supervisory Authority to the other Party. 

2.11. If a data principal makes a written request to a Party to exercise any of 
their rights in relation to the Agreement Personal Data that concerns 
processing of the other Party, that Party shall direct the data principal to 
that other Party.  

2.12. If either Party becomes aware of a Personal Data Breach that requires 
notification to a Supervisory Authority, it shall notify the other Party 
without undue delay, and each Party shall co-operate with the other, to 
the extent reasonably requested, in relation to any notifications to 
Supervisory Authorities and/or to affected data principals.  

2.13. The Parties acknowledge that Agreement Personal Data under this DP 
Schedule may be transferred or otherwise processed or transferred 
outside of India (“International Transfer”) provided that such 
International Transfer is made in compliance with DP Laws, including, if 
applicable, by adoption of the appropriate international transfer 
mechanism that effectively complies with DP Laws or other lawful basis 
permitted by the DP Laws to the extent that such transfers would 
otherwise be unlawful. 



 

5 

 
Appendix 1: Controller Services 

 
Description of processing 

 
Where applicable, Agreement Personal Data is processed for the purposes of providing the Controller Services listed below and is processed for the duration of the Terms of 
Business. Processing operations may be set out more specifically in the Terms of Business and/or any applicable Statement of Work. 
 

Solution Line Service Type of Personal Data Categories of Data 
Principal 

Commercial 
Risk Solutions 
and 
Reinsurance 
Solutions  

(i) Insurance and reinsurance broking and 
consultancy services and (ii) Aon M&A and 
Transaction Solutions (AMATS): (i) Advising 
on insurance and/or reinsurance contracts 
("Contracts"), arranging deals in Contracts, 
making arrangements with a view to transactions 
in Contracts, dealing as agent in Contracts, and 
assisting in the administration and performance 
of Contracts and consulting on risks and 
insurance and re-insurance claims; (ii) Advising 
on risk and insurance, risk and insurance due 
diligence, cyber security consultancy and cyber 
due diligence, human capital due diligence 
(pensions, health and benefits, compensation), 
IP consultancy.  

• Basic personal details (name, address, date of birth, age, gender, 
nationality)  

• Family, lifestyle and social circumstances  

• Employment and professional qualifications 

• Information on account opening forms 

• Identification and verification data (including images of ID card or 
passport)  

• Financial details 

• Information about shareholdings where relevant to the insurance 

• Insurance details (type and amount of insurance, details of claim)  

• Medical history where relevant to the services 
 

• Insured individuals  

• Claimants  

• Beneficiaries 
 

Health 
Solutions 

Health and benefits consultancy and 
intermediation services: Consulting on risk and 
health benefit needs, benefit plan design, 
governance, broking into insurance markets and 
ongoing policy administration including claims 
and medical underwriting. Analysis of plan 
performance and benchmarking to appropriate 
comparator groups 
 

• Basic personal data (name, address, postcode, contact details) 

• Unique identifiers (National Insurance Number or payroll number) 

• Demographic information (date of birth, age, gender, marital status) 

• Employment information (date of hire, employment status, pay 
history, tax withholding information, date of termination) 

• Benefits program participation and cover information (benefit 
elections, pension entitlement information, beneficiary information, 
claims information, benefit plan account balances or accrued 
benefits, date of retirement and any relevant matters impacting your 
benefits such as voluntary contributions, or other adjustments) 

• Financial information (salary, tax code, third party deductions, bonus 
payments, benefits and entitlement data, national insurance 
contributions details) 

• Health related data (in relation to life, health, or employee benefits 
programs sponsored by the client/employer and ill-health early 
retirement and ill-health reviews to determine the benefits paid to the 
individuals) 

• Current and former 
employees of the 
Client and those 
employees’ 
relations and/or 
nominated 
beneficiaries 

 
 

 


